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DETERRENCE:
Identifying group benefits fraud 
and stopping it before it happens 



INTRODUCTION

At Sun Life, we take fraud very seriously 
— and we have developed an exceptional 
team, robust practices, and industry-leading 
technology to help mitigate the risk of 
benefits fraud by trying to stop fraud at its 
inception. This has allowed us to provide 
our clients with significant plan savings, 
delist hundreds of health care service 
providers, and refer dozens of suspected 

fraudulent cases to local police for criminal 
investigation. But what if we could do even 
better and prevent fraudulent activities from 
ever being initiated? 

Since fraud deterrence results in behaviour 
that’s changed for the better, we need to be 
more proactive in deterring service providers 
and even employees insured through their 
employer’s plan. First, it’s important to 
understand the meaning of deterrence.

By definition, deterrence 
is the act of instilling 
doubt or fear of 

consequences in someone 
to discourage them from 
committing an offence. 
In group benefits fraud, 
we believe that the best 
deterrent is to reduce or 
ultimately eliminate the 
causal factors of fraud. 

According to research, there are three factors 
that must be present at the same time in 
order for an average person to commit fraud: 
Opportunity, Pressure, and Rationalization.  
For example, a plan member may submit a 

receipt for a day at the spa under their plan 
coverage for massage therapy. In this situation, 
the plan member may have felt pressure to 
save some money, saw an opportunity to 
save money, and rationalized this decision by 
thinking it won’t affect anyone. 

Sun Life spends a 
considerable amount 
of time and resources 
demonstrating to plan 

sponsors, plan members 
and healthcare service 
providers that Sun Life 
takes significant measures 
to reduce and even 
prevent fraud. Some of 
our strategies include;

High ratio of claim 

audits. Whether random or targeted, we 
confirm that services are being rendered 
as claimed by our plan members. We also 
contact service providers to confirm a 
service.

Education. Through a wide range of 
mediums, we educate plan members and plan 
sponsors about our dedication to identifying, 
monitoring, disrupting, and preventing 
fraud. We also collaborate with health care 
providers through associations and colleges 
to ensure that they are aware of our diligence 
towards fraud detection. 

Health provider & facility fraud detection.  
We have extensive intelligence-based fraud 
strategies to detect and monitor provider/
facility fraud schemes, including predictive 
modelling and social network analysis.  

By definition, 
deterrence is the act  
of instilling doubt or 
fear of consequences 

in someone to 
discourage them from 

committing an offence. 
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Sun Life spends a considerable amount 
of time and resources demonstrating 
to plan sponsors, plan members and 

healthcare service providers that  
Sun Life takes significant measures  
to reduce and even prevent fraud.



A Leading Edge Perspective
GROUP BENEFITS FRAUD:

This Bright Paper covers the increasing sophistication 
of the threats that plans face today, explores  
Sun Life’s intelligence-led anti-fraud approach  
and the skilled fraud team who work hard to 
reduce risk every day. 

Visit sunlife.ca/brightpapers to read this Bright 
Paper online.

Life’s brighter under the sun

GROUP BENEFITS FRAUD:  
A LEADING EDGE PERSPECTIVE

HOW CAN WE IMPROVE 
DETERRENCE AS AN 
INDUSTRY? 

Many strategies cannot be done by one 
insurer alone, but rather, in collaboration  
with stakeholders. 

Plan Sponsors. Sun Life has tools and 
resources to detect and investigate fraud, 
but the employer (the plan sponsor) can 
help address fraud once it’s identified with 
measures like internal guidelines regarding 
fraud as part of their code of business 
conduct policies.  

Associations and Regulated Bodies. 
Regulators play a role in ensuring that service 
providers are adequately educated, have robust 
processes and are meeting approved billing 
practices. Associations can set and monitor 
reasonable minimum requirements when service 
providers are not regulated by the government.

Insurers. Each insurer has the responsibility 
to ensure that fraud is investigated when 
the information they have gathered on the 

case is sufficient to identify a scheme. But 
sometimes the information is only sufficient 
when looking across multiple insurers that 
are being targeted. Without breaching 
privacy laws, insurers need to find ways to 
work together to identify fraudulent service 
providers at higher detection rates so these 
schemes are no longer attractive.

CONCLUSION

Everyday at Sun Life we are 
increasing the likelihood 
of identifying new fraud 

schemes; however we still 
need to ensure that all direct 
and indirect parties within a 
fraud scheme know what the 
consequences are, and fear 
those consequences if we 
hope to mitigate and disrupt 
the rising industry of group benefits fraud. 
 We must all work together, including 
employers and their employees, service 
providers and their associations, the police 
and the entire insurance industry to deter 
group benefits fraud.  

Plan sponsors can help 
address fraud once 
it’s identified with 

measures like internal 
guidelines regarding 
fraud as part of their 

code of business 
conduct policies.



CASE STUDY:  
How suspicious billing 
patterns lead to 

UNCOVERING  
GROUP  
BENEFITS  
FRAUD



Sun Life has developed a sophisticated 
profiling system to help protect our clients 
from group benefits fraud and claims abuse 
across medical and dental benefits plans. 
We use data analytics to get a high-level 
overview of a provider’s practice that may 
include irregular claiming patterns and 
behaviours; this helps determine whether  
an investigation is required. 

The following case study 
highlights our dental 
profiling process and an 
example of the steps taken 
by our skilled investigators 
to identify and stop group 
benefits fraud.

Sun Life’s Fraud Risk 
Management team 
identified that a dentist 
was submitting claims 
that were showing 

suspicious billing patterns. Sun Life reached 
out to this provider and requested supporting 
evidence to determine eligibility of the 
services claimed.

An in-depth study of this service provider 
was performed with years of claim 
submissions reviewed. Some of the methods 
used to identify the fraudulent behaviour 
included specialized data analytics, social 
media information and expertise from our 
dental consultants. 

Based on the results of the detailed review, 
the Fraud Risk Management team requested 
a sample of patient records from the 
provider to validate services billed, as well 

as documentation and supporting evidence 
for all dental surgeries performed within the 
time period of this investigation. While the 
dentist was under investigation, all new claim 
submissions related to the services under 
review were forwarded to the Fraud Risk 
Management team for further examination. 

When Sun Life received all the patient charts 
and patient summaries from the investigation 
period, the team made several discoveries: 

•  dental surgeries were billed when not 
medically necessary or when there was 
no evidence of the procedure being 
performed

•  previously denied claims were resubmitted 
with changed service dates — patient charts 
for billed service dates were missing and 
late entries were added to patient charts

•  surgeries were billed in place of services 
not covered under the benefit plans

•  unnecessary ongoing exams and procedures 
were billed

Sun Life takes fraud and plan abuse 
seriously. Due to the inappropriate billing 
of this particular service provider, Sun Life 
requested repayment of the identified 
over-billing and then de-listed the provider 
(disallowing certain healthcare service 
providers, clinics, facilities or medical 
suppliers from claims processing and 
reimbursement).  This action helps to protect 
our clients’ plans from potential risk and 
helps to manage premium costs from the 
damaging effects of fraud and abuse.

Some of the methods 
used to identify the 

fraudulent behaviour 
included specialized 
data analytics, social 

media information and 
expertise from our 
dental consultants.



4 TIPS 
to protect yourself from fraud

1

Treat your insurance carrier’s 

benefits account like your 

personal banking account and 

never share your password or 

account information. 

KEEP ACCOUNTS PRIVATE 

2

Be wary of retailers or service 

providers asking questions 

about your plan’s coverage — 

consumers with rich benefit 

plans can be targets.

AVOID SHARING PLAN DETAILS

3

Take your business elsewhere if 

a retailer tries to entice you with 

incentives to buy more than 

what you need or if a store  

has a lot of non-medical items. 

WATCH FOR UPSELLING

4

Report fraudulent activity  

that you may recognize in  

your organization.

BE ALERT IN YOUR WORKPLACE



MY DENTIST 
SUBMITTED  

A CLAIM FOR  
A NIGHT GUARD 

INSTEAD OF 
THE TEETH 
BLEACHING 

SERVICE  
I RECEIVED. 

Fraud can happen to anyone.  
Get #fraudsmart at sunlife.ca/fraudmanagement



A market leader in group benefits, Sun Life Financial serves more than 1 in 6 
Canadians, in over 16,000 corporate, association, affinity and creditor groups 
across Canada. 

Our core values – integrity, service excellence, customer focus and building 
value – are at the heart of who we are and how we do business. 

Sun Life Financial and its partners have operations in 22 key markets 
worldwide including Canada, the United States, the United Kingdom, Hong 
Kong, the Philippines, Japan, Indonesia, India, China and Bermuda. 

Life’s brighter under the sun
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Get #fraudsmart!

Employee group benefits  
fraud is a

serious crime.

Find out how to

protect yourself
and your benefits plan at 

sunlife.ca/fraudmanagement


